MISSION OF HECTOR

The mission of the HECTOR project is to close the gap between the mathematical heaven of cryptographic algorithms
and their efficient, secure and robust hardware implementations. The consortium aims for a stronger European
knowledge integration through collaboration among key complementary European security technology and value chain
actors, in order to fully unleash and leverage Europe‘s security innovation, competitiveness, and leadership potential.

MOTIVATION

A single flipped bit or a weak random number generator can cause
secure systems to fail. Therefore, the main motivation of this project is
to bridge basic algorithmic approaches with hardware-level security
implementations. It requires integrating secure cryptographic primiti-
ves such as random number generators (RNGs) and physically unclo-
neable functions (PUFs), together with physical attack countermeasu-
res. The goal is to study, design and implement RNGs and PUFs with de-
monstrable entropy guarantees and quality metrics. This includes
on-the-fly entropy testing and physical attacks evaluations, which will
enable more secure systems and easier certification.

OBIJECTIVES

It is commonly accepted that the way cryptographic algorithms are im-
plemented in hardware is at least as important as their mathematical
robustness. Side-channel-attacks and hardware-attacks in general re-
present the most severe threats to modern cryptographic systems. Ad-
dressing the tension between mathematical security, implementation
security and efficiency, as well as providing a holistic solution to the
problem is at the core of the HECTOR project. Therefore, the main ob-
jective is to study the strength and gradual security degradation when
using lower entropy random numbers, to enable more optimal and
secure implementations. It has to be combined with hardware efficien-
cy and flexibility. This means addressing the extremely low-cost and
low-power requirements of constrained embedded devices, low-laten-
cy of real-time memory encryption, or high throughput of future terab-
it networks.
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