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Abstract

This master thesis describes the software and hardware design of a platform designed
for the HECTOR project. The platform consists of a mother board and daughter
modules, which constitute a modular system. It is aimed at testing and evaluation of
cryptographic primitives like true random number generators (TRNGs) or physical
unclonable functions (PUFs) across different FPGA and ASIC families. Software is
optimized for evaluation of TRNGs. It allows to collect data from random number
generator located in the daughter module and read it using a USB interface. At the
end of master thesis, the author demonstrates the use of the designed platform on

a suitable case study - design and implementation of a TRNG.

Keywords
HECTOR, FPGA, evaluation platform, true random number generator

Abstrakt

Diplomova praca opisuje navrh softvérovej a hardvérovej platformy urcenej pre pro-
jekt HECTOR. Platforma pozostava z materskej dosky a dcérskych modulov, ktoré
tvoria modularny systém. Ta je zamerana na testovanie a vyhodnocovanie kryp-
tografickych primitivov akymi st skutoéné generatory ndhodnych ¢isel (TRNGs)
alebo fyzicky neklonovatelné funkcie (PUFs) naprie¢ roznymi rodinami FPGA a
ASIC obvodov. Navrhnuty softvér je optimalizovany pre vyhodnocovanie TRNGs.
Umoznuje zber dat z TRNG umiestneného v dcérskom module a nazbierané data
vycitat prostrednictvom USB rozhrania. V zavere prace autor demonstruje vyuzitie

navrhnutej platformy implementaciou TRNG.
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Introduction

Nowadays, we live in an information society where almost everyone works with in-
formation in a digital form. Electronic mail is used more often than traditional mail,
documents are stored in a digital form more than in a paper form and information
is often very expensive. Therefore, cryptography has become increasingly used to

ensure data security.

In the framework of the information security of the European union, a project called
HECTOR was recently accepted for funding. The main motivation of this project
is to bridge basic algorithmic approaches with hardware-level security implementa-
tions. It requires to evaluate many hardware dependent cryptographic primitives,
therefore there is a need to have a flexible platform for testing and evaluation of
primitives implemented on various Field Programmable Gate Array (FPGA) and

Application-Specific Integrated Circuit (ASIC) devices.

This thesis describes such an evaluation platform, which was designed according to
the HECTOR project requirements. The thesis describes complete hardware and
software design of the platform. All the hardware was designed in cooperation with
Micronic a.s., Trebejov, Slovakia. The software part of the evaluation platform was
developed as a part of my research stay in the Hubert Curien Laboratory, Saint-

Etienne, France.

The first chapter introduces cryptography and describes cryptographic terms used
in the thesis. It also describes the aims of HECTOR project in the context of the

cryptography needs.

The next chapter describes requirements on the hardware and software of the evalu-
ation boards within the HECTOR, project requirements and main objectives of this

master thesis.
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The third chapter describes the hardware design of the mother board and two daugh-
ter boards. It also points to various issues during the design and explains their

solutions.

The fourth chapter describes software requirements and the ways of using the evalu-
ation platform. It also describes the software template designed for the true random

number generator (TRNG) evaluation.

The last chapter demonstrates implementation of the TRNG using the proposal

evaluation platform.
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1 Cryptography and randomness

Cryptography is the study of mathematical techniques related to aspects of informa-
tion security such as confidentiality, data integrity, entity authentication, and data
origin authentication [I]. It uses cryptographic primitives to build cryptographic

protocols. Examples of cryptographic primitives are:
e block ciphers using symmetric or asymmetric key,
e stream ciphers,
e random number generators (RNGs),
e physical unclonable functions (PUFs),
e one way functions,
e hash functions,

e signatures and identifications primitives,

1.1 Random number generators

Random numbers are very important for cryptographic and information security
applications. Random numbers in cryptographic algorithms are used for example in

[2:

RSA algorithm keys generation,

DSA based digital signatures,

session keys generation in symmetric encryption/decryption schemes,

e identifiers used for authentication in key distribution algorithms.
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Random number generators (RNGs) generate sequences of random numbers. These
sequences have to fulfil two fundamental requirements: randomness and unpre-

dictability. RNGs can be classified in two categories:
e deterministic RNGs,
e non-deterministic RNGs.

Deterministic RNGs use a mathematical function and internal generator state to

generate sequence of random numbers.

The number of generator states is finite and periodically repeated with very big
period. Therefore, the generated sequence is not random but pseudo-random and
thus the generator which produces this sequence is called pseudo-random number
generator (PRNG). Advantages of these generators are their high speed and good

statistical properties of the output sequences. Disadvantage is their predictability.

Non-deterministic generators are called true random number generators (TRNG).
They use various physical phenomena like quantum mechanics, radioactive decay
or thermal and semiconductor noise to generate random numbers [3]. TRNGs are

slower than PRNGs but the output is unpredictable.

1.2 Physically unclonable functions

Physical Unclonable Functions (PUFs) are defined as functions based on physical
characteristics which are unique for each chip, difficult to predict, easy to evaluate
and reliable [4]. It can not be replicated, even if the full design is known [5]. It
can be described as a hardware version of a hash function. When it is implemented
in a challenge - response method, it may be referred to as a physical one-way hash

function. The usage of PUF reduces attackers’ ability to intrude a secured system.
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1.3 Hardware dependence of TRNGs and PUFs

Both TRNGs and PUFs depend significantly on the underlying hardware. TRNGs
use dynamic random process like electric noises to generate random numbers. PUFs
use random phenomena appearing during manufacturing process of logic devices.
Both TRNGs and PUFs are impacted by surrounding hardware, which must be

designed very carefully. This is one of the main constrains of my thesis.

1.4 HECTOR project

HECTOR (Hardware Enabled Crypto and Randomness) is a European cooperative
research project. The main motivation of this project is to close the gap between
basic algorithmic approaches and hardware-level security implementations [8]. It
requires integrating secure cryptographic primitives like RNGs and PUFs together.
The goal is to study, design and implement RNGs and PUFs with demonstrable
entropy guarantees and quality metrics. This includes on-the-fly entropy testing
and physical attacks evaluations, which will enable more secure systems and easier

certification.

HECTOR is a 3-year project, where 9 partners with cryptography and hardware
experience cooperate. One of cooperating partners is Micronic, company oriented
in development and production of data security products. One of the objectives
of Micronic within the project is to design the HECTOR evaluation platform and
demonstrator. The task of Micronic includes design and manufacturing of hardware
and software tools designed for evaluation of HECTOR results. I worked in Micronic
on the hardware design of the HECTOR evaluation board and on the design of the

software template dedicated for the evaluation board.
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2 HECTOR evaluation platform

The main requirement for the evaluation platform was to design hardware, which
would be optimized for a comfortable evaluation of cryptographic primitives [7]. It
should consist of a single motherboard and exchangeable daughter boards (modules)

constituting a modular system.

The daughter modules should be designed to allow evaluation of primitives across
different FPGA families, and ASICs. They should be as cheap and as simple as
possible. It should be possible to connect the daughter board and motherboard
via a cable to enable Faraday Cage testing but also by direct inserting the daugh-
ter board to the motherboard. It should be possible to connect the motherboard
and the daughter board modules using a 32-wire interface testing of ASICs. The

motherboard should have also USB interface to enable computer connection.

2.1 Evaluation platform specifications

The motherboard should be based on an existing Micronic product, universal cryp-
tographic disk (UCD). The UCD will be also used as a HECTOR demonstrators
later. That will be useful for easy migration from the HECTOR evaluation plat-
form to demonstrators. Therefore, the motherboard should be based on the same
Microsemi SmartFusion 2 FPGA SoC as the UCD. The USB connection should pro-
vide a Mass storage class interface and a virtual COM port (VCP), which should
be supported in common operating systems like Windows or Linux. The mother
board should have two SD card slots connected to the FPGA and one SD card slot
connected to USB. It should provide external 64 - 128 MB DDR RAM to cache data.
The power management of the boards should be based on linear, low noise regula-
tors, to achieve better conditions for the side-channel analysis. The mother board

should provide additional voltage regulators, which should reserved for daughter
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board power management, to reduce their price.

Daughter modules should be connected using the Serial ATA (SATA) connector,
to ensure easy, exchangeable and low noise connection (see Fig. [2-1]). Daughter
modules connected to the SATA connector on board should be provided by an
optional aluminium lid to ensure board shielding. A HDMI cable could also be used
to connect the daughter module with the motherboard at greater distances, where
an adaptor from the HDMI to SATA format must be used. The adapter should
contain the power management. The ASIC daughter modules should be connected
using a DIP 40 socket to achieve their flexible interfacing. Both 2.5V and 3.3V 1/O
standards should be supported.

] Power
Motherboard ; managorment
: LVDS | iofiiirrirriiricoccoctooriiess [
LVDS ] |_> < > ]
HDMI 7> HDMI | yps  °| SATA | cpio x| sata |Daughter .
connector || GPIO 3’(5: connector 455,57 connector 50 - 7™ connector | module i
X - 3x i e ——
Power . Adapter with power supply
managament A
| LvDS i ;
o SATA | crio 4| sara |Daughter
" | connector || power 3xE: connector| module
| cPi0
ZIF ~
» connector | Power 32

Figure 2-1 Block diagram of required daughter board connections

2.2 Required cryptographic primitives

The hector evaluation platform is aimed to evaluate following primitives:
e True Random Number Generator (TRNG),
e Physically Unclonable Function (PUF),

e Cipher for Authenticated Encryption (AE).
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Appropriate software solution should be implemented in hardware to achieve their
easy evaluation. Micronic is responsible for creating the template, which would

enable their easier implementation in software.

2.3 Objectives of the diploma thesis

Development of the evaluation platform consists of numerous tasks, which can be

grouped in three following objectives:

e Design of a modular hardware platform associated with the HECTOR project

and addition of the appropriate documentation,

e Design of the appropriate software for the hardware platform on both host
PC and embedded processor (ARM) side. This software must be suitable for

evaluation of cryptographic primitives (mainly TRNGs).
e Evaluation of the TRNG design.

Process of the design is shown in Fig. 2-2] The individual steps of the design are

detailed in the following sections.

Hardware : Software : System
design ! design ! testing
| |
I I
Description of L Software [ PLL generator
motherboard requiremets evaluation

TRNG data
acquisition
system (SF2)

Description of
daughter boards

Acqisition system
PC application

Figure 2-2 Flow chart of description in following sections
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3 Hardware design

Hardware of the evaluation platform was designed according to the HECTOR project
requirements (see section [2). The platform consists of a single motherboard (HMB)
and exchangeable daughter board (DB) modules (Fig. [3-1)).

usB Poner
to management
UART

4 N

v

A

Microsemi Daughter
PC USB USB -
“— o 7 Pay SmartFusion 2 «>  board HDaughter
; y ' connectors board
SD external| | 2 SD
card RAM cards

Figure 3-1 Hardware design block diagram

I designed a HMB (architecture and layout), which is based on Microsemi Smart-
Fusion 2, with external 64 MB DDR RAM, 2xSD cards connected to the FPGA, as
well as an SD card connected to USB hub. The HMB features the data and power
supply interface for daughter boards and the communication interface between PC
and HMB using USB interface. Special attention is required for power management
distributed between DB and HMB, which must be low noise to easy side channel
measurements. The HMB contains 3 connector types dedicated to daughter mod-

ules. Parts of block diagram shown below are detailed in the next subsections.

In addition to HMB, I designed two daughter boards based on Microsemi SmartFu-
sion 2 and Xilinx Spartan 6 FPGAs. They are described in the last two chapters

(see section and section .

I used the Altium Designer [9] software to draw the schematic diagram and the
board layout (Fig. [3-12)). Schematics and printed circuit board (PCB) drawings

are attached in appendix B. My design is mainly based on commercial examples,
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datasheets and guidelines of electrical parts, but I used also the parts existing in the

Micronic designs too.

3.1 SmartFusion 2

SmartFusion 2 (SF2) is a system on chip (SoC) FPGA, which integrates a flash-based
FPGA fabric and a 166 MHz ARM Cortex-M3 processor .

The SmartFusion 2 M2S025 device features:
e 27696 logic elements (4 LUT + DFF),
e 34 math blocks, 6 PLLs, MSS (Microcontroller Sub-System) 166 MHz,
e MSS 256 kB eNVM and 64 kB eSRAM,

e 267 total user 1/0O.

3.1.1 Device programming

The SmartFusion 2 can be programmed through the JTAG interface (XK2) by
FlashPro programmer [I0]. JP1 pin header supports JTAG controller selection,

when jumper is:

e installed - it’s the recommended setup for programming the fabric and for

debugging of the microcontroller through the SoftConsole tool,

e not installed - it’s the recommended setup for debugging of the microcon-

troller using tools like IAR or KEIL.

10
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3.1.2 System reset

It is necessary to hold reset of the SF2, while sufficient power conditions are not

reached. The user usually needs this option too to reset the internal firmware (see

Fig. .

Therefore, the input reset pad (DEVRST_N) allows asserting a full reset to the
chip at any time. The DEVRST N signal (active low) is asserted in the following

cases:
e when the SW6 button is pressed,

e when the power supply level 3.3 V falls below the threshold level (supervised
by U9 - MIC803-29D3VM3TR [11]).

3.3V 3.3V
MIC803
Supervisor 10K | SmartFusion 2
circuit
U9
l 5 hJ;tt > DEVRST_N
us utton
——10nF
SWi1
L L s

Figure 3-2 System Reset Interface

3.1.3 Clocking of the device

The SF2 device can be clocked by various means [12]. It contains 1 MHz and 50 MHz
internal RC oscillators. The 12 MHz crystal with an accuracy of £20 ppm is also
connected to the SF2 to provide an additional system reference clock. An on-
chip SF2 PLL can be configured to generate a wide range of high precision clock
frequencies. Please note, that NEO and SW1 PLL power source is not connected
through an RC filter (due to lack of space). The filter is used to achieve a reasonable

level of the long term jitter.
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3.1.4 SF2 banks voltage

One of the FPGA circuit advantages is the availability of numerous IO0s (input
output pins). IO pins are usually associated to banks and every bank can be powered
by various voltage values. Banks of SF2 use voltages shown in Tab. 3—1} PLLs
are powered by 2.5 V. It is necessary to configure these values in the Libero project,

otherwise some unexpected issues may occur during the long term using.

Table 3—1 Used SmartFusion 2 IO bank supplies
Bank number | 0. 1. 2. 3. 4. 5. | 6. 7.
Voltage [V] 1.8 125 133]33]25/33| - |25] 33

3.2 Motherboard power supply

The board is powered by 5V through a 2.5 mm power jack [I3]. It is designed to
consume the maximum current of 5 A. One of problems came from various amounts
of currents consumed by FPGA depending on its configuration. Therefore, the board
power consumption is a little bit overrated. If the FPGA is not configured, current
consumption is around 250 mA. The power consumption is increased also by voltage
regulators (Fig. [3-3), because the whole board use only linear regulators, which
have very low efficiency. Linear regulators were used due their low noise compared
to switch regulators, which have high power efficiency, but they are very noisy.
Therefore linear regulators are suitable for side channel measurements. Regulators

used on the board:

e LT1963 [14] to regulate 5V t0o 3.3V 2.5V 1.8V,

e LT3083 [15] to regulate 2.5V to 1.2V and 0.9 - 1.5V,

e TPS7TAT7300 [16] to regulate 5V to 0.9 - 3.5V,

e TPS51200 [I7] to regulate 1.8 V to 0.9 V (termination voltage).

12
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LT1963 LT3070
INEOT Power = | B5Vto25V [— 25Vto1AV —| I | [0~ ] SF2 VDD
5V protection
1,5A 3A @ @ ' Placed under SoC as
" decoupling capacitor
NFM41PC204 - EMI = = :
m Suppression Filter LT1963 = (used f\(;lbmgla‘lsurlng)
BLM21PG300 - EMI?—_= | 5V/t0 2.5V f VDDI4* VDDI6
Suppression Filter 1.5A -
FTDI 10
@ SMA connector LT1963 VPP, CCC_PLLs*,
T +—{ = - 5Vto3.3V VPPNVM
1.5A
VDDI2, VDDI3,
Power source LT1963 VDDI4*, vDDI7,
— X 5Vto33V f ‘ JTAG, OTHER,
Voltage regulator 1.5A PWR RST.
(linear) = .
SmartFusion 2 LT1963 TPS51200 1 USB HUB
martFusion
o —{ X+ V018V o 18Vt0 0.9V USB PHY
1.5A 2x SD card
Other connection Daughter external RAM VTT
boards SF2 VDDIO
* VDDI4 can be connected to 2,5V or 3,3V power external RAM

- . USB | | UsB
Not all PLL are connected - see schematic 5V protection FTDIVCC

Figure 3-3 Motherboard power line block diagram

3.2.1 Filtering

Many digital circuits like PLL are very sensitive to noise in their power supply.
Therefore it is necessary to properly filter the power supply. The power is filtered
by two EMI filter types [I§], which are mutually complementary. The first filter
BLM21PG300 is a miniaturized ferrite bead useful for smaller noise radiation. Its
impedance at 100 MHz is typ. 30€2. The second filter NFM41PC204 is a capac-
itor type filter, with great noise suppression effect, useful to reduce higher noise
frequencies. Its capacitance is 0.2 uF. The NFM41PC204 is used before every input
power line of the voltage regulator and the BLM21PG300 is used after the regulator
output (except for the core regulators). The BLM21PG300 can be easily unsoldered

to measure current of the power line.

Every connector shield is connected through a parallel combination of the 100 nF
capacitor and the BLM21PG300 to ground. It is used to eliminate transferring of
power through the shield.
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3.2.2 Power protection

The motherboard is intended for laboratory using, where it could be powered ac-
cidentally by a wrong power supply. Therefore, protection controller [19] and a
dual mosfet transistor [20] protect the board against undervoltage and overvoltage
conditions (£ 30 V)(Fig. [3-4)). A single blow fuse is used to the overcurrent protec-
tion to 7 A [2I]. The fuse uses special technology, which does not damage the fuse

permanently if an interrupt occurs.

We observed an issue, when the board was powered by a source with current less
than approx. 1A. The issue results in the activation of power protection followed
by power supply disabling. The problem can be solved by using the power supply

with sufficient current source.

If some protection controller problem occurs, it is possible to discard it using a
schottky rectifier diode (D2) [22]. In this case, it is recommended to pick out dual

mosfet transistor from the board.

2.5mm power jack 8 QA
1 7 1 SV INPUT
— F38 5y ADAPTER ¢ 268 25 Jlﬂ
—J
3 SFT206F700 5 11 3 SN GATE pl—2 T o
-4 lal ouT 2 FDS8858CZ
GATEP 4 | =T 5 | [— ] 10uF
3 GATEP
FDS8858CZ 8 | swreh GATEP GND
GND ]
DNI L| oN GND 2
- 2z n LTCA361CTSS-2#PBF
5V_ADAPTER _ 2 ﬂ 1 5V _INPUT
VRPANS0-M3/1 oND GND)

Figure 3-4 Motherboard power protection

3.2.3 Side channel measurements

Two SMA connectors (P1, P2) on the daughter board are designed to measure the
power line of the SF2 core (Fig. [3-5). A resistors is placed between the SMA
connectors (Fig. [3-6)). Its value can be chosen as needed. A decoupling capacitor in
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series with resistor is connected between the others decoupling capacitors of the SF2
to improve measurement results, by degrading parameters of the capacitor. They

have a bigger form factor for easier replacement.

R20_ VCCIV2
— hd
P OR P2 L g4
100nF
5-1814832-1 5-1814832-
81
IR 1%
APla\ccd under
FPGA
GND GND GND
Figure 3-6
Figure 3-5 Schematic of SmartFusion 2 Replaceable resistor
SoC CORE side channel measurement con- between SMA connec-
nection tors

The SMA connector (P3) is designed for triggering purposes, needed in measure-
ments. Alternatively, the board can be mounted by two 2.54 mm pin headers instead
of SMA connector (one in the corner and one in the centre of the SMA connectors

pad).

3.2.4 Daughter boards power management

Daughter boards are powered by the voltage regulators reserved to them on the
motherboard. Three of them are user-configurable by micro switches. The config-
urable regulators were used to ensure compatibility across various daughter boards,
which usually require various power supplies (e.g. the power voltage of the FPGA
core may be different). The whole power supply is properly filtered to avoid any

interference or noise (see Fig. [3-7)).

Every power supply rail is lead out on pin headers (X2, X5, X6). It is designed
to interrupt, measure or change the power supply of the DB. These pins can be
alternatively used to test behaviour of the DB, depending on the power supply. It
is necessary to properly jumper these pin headers, for using regulators on the HMB

with the DB (see Fig. and Fig. [3-9).
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X5B

CORE |SATA - D6,D5
ZIF - 16,15

NFM41PC204 - EMI
pi-ally Suppression Filter

2V5 SATA - D3
ZIF - 14

BLM21PG300 - EMI
Suppression Filter

3Vv3 SATA - D2
ZIF -13

Power source

ADJ2 | SATA-D4

Voltage regulator

o_il.j—gtoLo Pin header
]
]

(linear) ZIF -12
Daughter board 1 5V
HDMI connector HDMI - 18
Daughter board 2
SATA connector

ADJ1
Daughter board 3 ZIF - 39

ZIF connector

Figure 3-7 Daughter boards power supply block diagram

Regulator U22 is dedicated to common FPGA core voltages ranging from 0.9V to
1.5 V. Regulator U20 is used to reduce power dissipation of U22, by reducing its
input voltage. It is configured by switch SW1 and its configuration is shown in
Tab. Regulator U19 is configured by SW2 and regulator U18 by switch SW3.
These regulators are the same and they can be configured to achieve voltages from
0.9V to 1.5 V. Their common configurations are shown in Tab. B—3 Detailed
configurations can be find in datasheet [16]. Before board insertion, it is necessarily
to verify the voltages on connector pins according to daughter boards requirements,

because the board could be damaged permanently.

Figure 3-8 XK5 and XK2 Figure 3-9 XK6 jumper

jumper position position - set to ADJ1
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Table 3—2 U22 regulator options configured by the SW1 switch

Switch options
1. 2. 3. 4. 5. 6. Voltage
OFF | OFF | OFF | OFF | ON | N/A 09V
OFF | OFF | OFF | ON | ON | N/A 1.0V
OFF | OFF | ON ON | ON | N/A 1.1V
OFF | ON ON ON | ON | N/A 1.2V
ON ON ON ON | ON | N/A 1.5V

Table 3—3 U18 (U19) regulators option configured by the SW3 (SW2) switch

Switch options

1. 2. 3. 4. 5. 6. Voltage
OFF | OFF | ON ON | OFF | OFF 1.1V
OFF | OFF | ON ON ON | OFF 1.2V
OFF | ON | OFF | ON | OFF | OFF 1.5V
OFF | ON ON | OFF | ON | OFF 1.8V

ON | OFF | ON | OFF | OFF | OFF 25V
ON ON ON | OFF | OFF | OFF 3.3V

The SATA connector (XK8) can support full power for daughter board, therefore it

is not necessary to connect some other power supplies. Before the first insertion of

the daughter board, it is necessary to check the voltages, e.g. to measure them by

a multimeter on the connector (see Fig. [3-10)).
029" 5VA(CORE

e ) GND

D7 D1
JRERERE 33 VA(3V/3)

0!ol315Vi(AD)2) 225VA(2V5)

Figure 3-10 SATA connector dedicated to the daughter board connection

The HDMI connector (XK6) has only the 5V output, which is restricted only for

signalling, not for the power line (HDMI cables are constructed to transfer aprox.
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50mA per wire). Therefore, every daughter board connected through the HDMI
connector must have its own power source. For this purpose, an adapter from the
HDMI connector to SATA connector was designed. It allows to power daughter

board with its own power sources.

Various boards can be connected to the ZIF connector (XK9). ZIF connector volt-

ages are shown in Tab.

Table 3—4 ZIF connector power supply pins
Voltage | 0.9-1.5 | 2.5 | 3.3 | 0.9-3.5 | 0.9-3.50r 5 | GND

Pin 15, 16 14 13 12 39 11, 40

3.3 SD cards

Two required micro SD card slots are connected to the SF2 FPGA device. Both
SD cards have their own power enable signal which is connected to the adjustable
current-limited power switch TPS2552 [23]. The switch current is limited to approx.
200mA to protect board against corrupted SD card. The card detect signal is not
used. The SD card pins for both cards are shown in Tab. 3—5]

The Altium designer tool called Interactive length tuning was used to meet required
lengths of wires. It is necessary to draw very similar lengths of wires, because data

bus inputs must receive data at the same time. It was used for all n-bit buses

(e.g. USB, RAM).

Table 3—5 SmartFusion 2 - SD cards pinout
DATO | DAT1 | DAT2 | DAT3 | CMD | CLK | PWR EN

SD1 Gl H1 C1 D1 E2 El D3
SD2 A2 B1 D5 C4 B3 B2 D4
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3.4 External RAM

The RAM memory is usually one of the most difficult part to include in the system
design. It contains many signals, which must meet sufficient signal integrity results
to ensure high-speed of the memory. Therefore, the RAM device was selected ac-
cording to one used in the commercial Microsemi evaluation boards, to minimize
risk of possible failures. The design of a commercial board was used as an example,
which helped me to connect and route the RAM correctly. A big challenge was also

to route it on 6 layers (instead 8) and to achieve good signal integrity results.

The HECTOR motherboard supports external synchronous 512 Mb (64 MB) RAM
memory (U21). MT46H32M16LFBF-6 [24] is a low-power DDR SDRAM. It is
running at 166 MHz, for a total theoretical bandwidth over 5.3 Gbps. It is provided
as flexible volatile memory for user applications. The whole LPDDR interface is

implemented in bank 0. Specifications of the external RAM are as follows:

e MT46H32M16LF — 8 Meg x 16 x 4 banks,
Type: LPDDR SDRAM,

Density: 512 Mb,

e Frequency: 166 MHz,

Theoretical bandwidth: 5.3 Gbps.

3.5 USB connection

USB connection between the SmartFusion 2 and the PC is ensured by two data
channels (Fig. . The first one, the virtual COM port is designed to provide
instruction exchange between SF2 and PC by a simple UART protocol. The FTDI
device FT232RL [25] is designed for this purpose. It is a simple, UART to USB’

converter, which is supported by many operating systems, due to their wide driver

support (see section [3.5.1)).
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The second channel, is designed to provide reliable data transfer by the USB mass
storage class interface natively supported by operation systems. It is ensured by the
USB physical layer circuit (USB3300 [26]), which creates an intermediate interface
between the SF2 and the USB differential wires. The physical layer circuit was

chosen due to its frequent use on many commercial boards.

Both USB ports are connected to the USB HUB (USB2640 [27]). It ensures reliable
data transfers to the PC by using just one USB cable and a micro USB connector.
The selected USB HUB has on integrated Micro SD card reader with a mass storage

class interface, suitable for the future use of the motherboard.

— | USB-UART |, UarT
I converter
Micro USB |===| USB HUB FT232RL
connector USB2640 | == [USB physical| x DATA_|SmartFusion 2
B layer SoC
__ Differential ti usB2640 |2 Gentre!
signaling SD card

Figure 3-11 USB devices block diagram

3.5.1 FTDI RS232RL drivers

It is recommended to use drivers provided by the FTDI company, to provide proper
function of the FTDI converter. FTDI provides two types of drivers: D2XX direct
driver and a virtual COM port (VCP) driver. The D2XX drivers [28] allow direct
access to the USB device across the DLL. The application SW then can access the
USB device through a series of the DLL function calls. The virtual COM port (VCP)
drivers [29] cause the USB device to appear as an additional COM port available to
the PC. The application SW can access the USB device in the same way as it would
access a standard COM port. It is recommended for being used with the HECTOR
motherboard. Installation guides are available on the FTDI website [30].
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3.6 Daughter boards connection

The motherboard provides three connectors for connecting an additional board:

e High-Definition Multimedia Interface (HDMI) connector,
e Serial - ATA (SATA) connector,

e Zero insertion force (ZIF) connector.

According to HECTOR requirements, the daughter modules use a SATA connector,
which consists of 4 LVDS wires, 3 single ended wires and a power supply wire. The
SATA connector in this case is used mainly for its good signal integrity and mechan-
ical features. However, the way the SATA connector is used is totally different from
its standard use. The daughter boards can be connected through SATA connector,
either directly by inserting the SATA socket, or via the HDMI-to-SATA interface
(including the power management) and the HDMI cable. The ZIF connector is
dedicated to ASIC boards (see section [3.6.3)).

The signals of the HDMI and SATA connectors can be driven by 2.5V or 3.3V,
according to jumper position on the pin header X3. The impedance of conductors
used for these two connectors are 50 (1002 differentially). Every data wire is

ended by a resistor, to ensure a current limitation.

3.6.1 SATA connector

The SATA connector provides entire data and power connection to daughter mod-
ules. No additional cables and power supply is needed. Data pins connected to

SATA connector are shown in Tab. B=0l

Its main advantage is that it allows the required direct shielding of the daughter
board by aluminium lid, which protects the board against the EMI (electromagnetic

interference). An additional place is reserved around the SATA connector for this
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lid. Many compromises were necessary to make suitable dimensions for the lid and

for the DB inside the lid.

The lid has the led out SMA connector, which is a part of the adapter with a MMCX
(Micro Miniature Coaxial) connector on the other side of the cable. The adapter is
connected to the daughter board and it is used to measure the power supply of the
daughter board. It is also used to lead out the trigger signal. The MMCX connectors
were used due to their dimensions and durability (around 500 mating cycles) [31].

Instead of the MMCX connector, standard 2.54 pin header can be mounted.

Table 3—6 SmartFusion 2 pins connected to SATA connector.

DATA 0 DATA 1 DATA 2 DATA 3
Signal 100 | I01 | I0 2
N P N P N P N P
SF2 pin AA15 | AB15 | AB14 | AB13 | AB11 | AA1l | AB10 | AA10 | Y9 W10 | W9
SATA pin | P14 P15 P12 P11 P8 P9 P6 P5 P3 P2 P1

3.6.2 HDMI connector

HDMI connector is used to communicate with the daughter board for longer dis-
tances using the common HDMI cable. This connection type is suitable for mea-
surements in isolated places, like temperature controller or shielded room. Full data

connection is supported, but the power must be provided by an external power

source. Data pins dedicated to SATA connector are shown in Tab. -7

Table 3—-7 SmartFusion 2 pins connected to HDMI connector.

DATA 0 DATA 1 DATA 2 DATA 3
Signal I00 | I01 | IO 2
N P N P N P N P
SF2 pin Y19 | Y18 | AB19 | AB18 | AA18 | AB17 | W17 | Y17 | Y20 U18 V17
HDMI pin | 3 1 4 6 9 7 10 12 13 15 16
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3.6.3 ZIF connector

To connect the daughter boards, a DIP 40 connector with zero insertion force (ZIF)
was used. Its advantage is easy and a effortless board insertion. The ZIF connector
has 40 pins, 8 of them are dedicated to power supply (see section and remaining
32 are single ended data wires. The data wires are connected to various banks,
therefore, 24 pins are driven by 2.5V, remaining 8 pins are driven by 3.3V. ZIF
pins and their SF2 connections are shown in Tab. [3—8 Following boards can be

connected to ZIF socket:
e ASIC circuits boards,
e EVARISTE boards (using adapter) [32],
e expansion boards (e.g. with switches and LEDs).

Table 3-8 Motherboard ZIF connector pinout

GPIO 1 2 3 4 5 6 7 8 9 10 11
ZIF pin 1 2 3 4 5 6 7 8 9 10 17
SF2 pin R3 R1 R2 T4 T3 L3 M3 L4 L5 P4 L21
Bank voltage | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 2.5V
GPIO 12 13 14 15 16 17 18 19 20 21 22
ZIF pin 18 19 20 21 22 23 24 25 26 27 28
SF2 pin M22 | M21 | L20 G16 | G17 | F19 F20 G2 F5 F6 E5
Bank voltage | 2.5V | 2.5V | 2.5V | 3.3V | 3.3V | 3.3V | 3.3V | 25V | 25V | 25V | 2.5V
GPIO 23 24 25 26 27 28 29 30 31 32

ZIF pin 29 30 31 32 33 34 35 36 37 38

SF2 pin K4 K2 K1 L2 M2 M1 N3 N1 P2 P1

Bank voltage | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V | 3.3V
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3.7 Manufacturing of the printed circuit printed boards

The whole manufacturing of the motherboard was managed by Micronic. A printed
circuit board (PCB) was manufactured by the SQP International company [33]. The
board was mounted and soldered by Micronic. My task was to make documents for
the manufacturing such as assembly drawing and list of the used material. I was
also responsible for finding and eliminating errors in the first mounted boards. The
last version of motherboard is version 1.2 (the version 1.1 is the same, no electrical
differences are between them - see . The final product is shown in Fig. [3-12
The board is designed using 6 PCB layers.

Two designed daughter modules (described in next sections) were manufactured in

same way.
HDMI connector Side channels pgower pin
(DB 1) SATA connector measurement heade':s Power

connectors switches

UART -{USE}
converterg

L

SD card (HUB) (g 64MB RAM Micro Sp Power Supply
connection card slots +5V

Figure 3-12 Motherboard description
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3.7.1 Motherboard releases notes

Three versions of the motherboard were made. Release notes are the following:

e v1.0:

first prototype,

o vl1.1:

changed order of the HDMI connector wires,

changed pins of the SmartFusion 2 device used for daughter boards,
enlarged place restricted for the SATA connector shield,

5V power supply connected to the ZIF connector,

added power supply protection,

deleted possibility of power board by USB,

enlarged JTAG connector,

aligned lengths of USB physical layer interface,

deleted possibility to choose the bank voltage for the ZIF connector,
changed voltage of bank number 1 from 3.3V to 2.5V,

FTDI chip UART signals driven by 2.5V instead of 3.3V,

o v1.2:

electrically same as v1.1, the difference only in the SF2 BGA footprint,
v1.1 has the Solder Mask Defined (SMD) BGA pads and v1.2 has the
Non-Solder Mask Defined (NSMD) BGA pads [34].
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3.8 Daughter board featuring SmartFusion 2 device

The daughter board featuring the SmartFusion 2 (DBSF2) device is based on the
same circuit as the motherboard: SmartFusion 2 M2S025 (see section [3.1)). The
board is connected to the motherboard by the SATA connector. It contains only a

limited number of elements ensuring the proper function of the SF2 device.

GPIO
SmartFusion 2 connector
M2S025 Trigger
LED connector
Crystal g : ‘ ;;?'.'!; - Side channel
(12 MHz) e g measurements
JTAG R oo (@ connector
connector | dddbbd AL AL

SATA connector

Figure 3-13 Description of the daughter board featuring the SmartFusion 2 device

It is the second version of the board and compared with the first version, its di-
mensions were visibly reduced. Smaller connectors were used, to meet internal di-
mensions of the lid. Therefore, a small JTAG programming adapter, which changes
connector pitch from 1.27 mm to 2.54 mm must be used. The connector is used with
the FlashPro programmer. Before the programming interface is used, the VPUMP
option from programmer settings must be selected, because the JTAG interface is

powered by 2.5V [37].

The daughter board is designed using a 4 layer PCB. The FPGA banks are powered
entirely by 2.5V and only necessary banks are powered. The PLLs are powered by
2.5V, but only necessary PLLs are connected according to the recommendations
(NWO0, NW1, SW0). Remaining PLLs are powered but the recommended filter is

not integrated. All PLLs use a linear regulator reserved for them. It ensure a low
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noise power to the card. Similarly to the motherboard, the supervisor circuit is used

to monitor voltage and to generate reset if it is needed.

The board contains an additional connector (XK100) enabling the JTAG mode
selection and three GPIOs, for the future use. The board has one LED and a

trigger connector (it can be connected to the lid). The SF2 connections of these

pins are shown in Tab. 3-9

Table 3—9 Motherboard ZIF connector pinout
Signal | Trigger | LED | XGPIO1 | XGPIO2 | XGPIO3

SF2 B22 V19 AB13 ABI11 AB10

The SATA connector is connected according to the motherboard SATA socket. The
SF2 GPIOs used for the SATA connector are shown in Tab. and required

power supplies are shown in Tab. [3—11]

Table 3—10 Daughter board SmartFusion 2 pinout

DATA 0 DATA 1 DATA 2 DATA 3
Signal I00 | I0O1 | IO 2
N P N P N P N P

SF2 pin V21 | V22 | R22 | P22 | M22 | M21 | K20 | K21 | H22 G22 E22
SATA pin | P14 | P15 | P12 | P11 | P8 P9 P6 P5 P3 P2 P1

Table 3—11 Daughter board SmartFusion 2 - SATA connector power supply
SATA pin | D7 D6 D5 D4 D3 D2 D1

Voltage GND | 1.2V | 1.2V | 2.5V | 2.5V | N/A | GND
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3.9 Daughter board featuring the Spartan 6 device

The daughter board featuring the Spartan 6 (DBS6) device uses the most cost-
optimized FPGA family of the Xilinx company, Spartan 6 XC6SLX16 [35]. The
board uses a SATA connector and it is designed with a minimum number of compo-
nents to ensure its function (Fig. [3-14)). The board can be clocked by the 125 MHz
LVDS oscillator. The selected FPGA device has the following features:

e 14579 logic cells,

18224 configurable logic block flip-flops,

576 Kb of memory,
32 DSP slices,
232 10.

g ' E ARAAAR © LED
JTAG + GPIOs _
connector Trigger
connector
Oscillator ~FiEE Side channel
(LVDS 125 MHz) S measurements
B connector
Spartan 6 f NellsN 1Y 1 ] B ¢
(XC6SLX16) AT Bk 1111 il SATA connector

l

Figure 3-14 Daughter board Spartan 6 description

The board contains the MMCX connector for side channel measurements and for
the trigger, which can be connected to the lid. The DBS6 does not contain a
flash memory and it can be programmed only trough the JTAG connector (XKT7),
including also 4 GPIO connectors. These connections and other FPGA connections
are shown in table [3—12 One of the options how to program the device is to use a
low cost programmer Digilent HS2 [36]. However, an adapter adapting the 1.27 mm
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pitch to 2.54 mm must be used. The schematic diagram of the adapter is shown in

Fig. 3-15
Table 3—-12 DBS6 common pins used
Signal | Trig | LED | XGPIO1 | XGPIO2 | XGPIO3 | XGPIO4 | CLK P | CLK N
S6 R15 T15 G16 D16 Al12 All B10 A10
XK3
2V5 AUX 1 PP 2 XKGPIO1
XKGPIO2 3 Py 4 XKGPIO3
XKGPIO4 5 o0 6
2.54 mm Pin Header
XK2 XK1
2V5 AUX 1 2 TCK TMS
TMS 3 : : 4 TDI TDIL ;
TDO 5 P 6 XKGPIO] TDO 3
XKGPIO2 7 P 8 XKGPIO3 TCK 1
XKGPIO4 9 o0 10 5
2V5 AUX 6
1.27 mm Pin Header
GND 2.54 mm Pin Header

Figure 3-15 Daughter board Spartan 6 programming reduction

The FPGA core is powered by 1.2V, the auxiliary power input is powered by single

2.5V regulator and the IO banks by another 2.5V regulator. The voltage config-
urations for the motherboard SATA connector are shown in Tab. [3—13] The pins
used for data signals are shown in Tab. [3—14]

Table 3—13 Daughter board Spartan 6 - SATA connector power supply

SATA pin | D7 D6 D5 D4 D3 D2 D1
Voltage GND | 1.2V | 1.2V | 2.5V | 2.5V | N/A | GND
Table 3 -14 Daughter board Spartan 6 pinout
DATA 0 DATA 1 | DATA 2 | DATA 3
Signal I00 | I01 | IO 2
N P N P N | P N | P
S6 pin c2 | C3 | F1 F2 | K1 | K2 | M1 | M2 | P1 R1 T3
SATA pin | P14 | P15 | P12 | P11 | P8 | P9 | P6 | P5 | P3 P2 P1
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4 Design of the software tools and functions

The software design of the evaluation platform consists of several different tools and
functions. It can be divided into two groups, the motherboard software and the user

PC application.

The motherboard software realizes a user communication interface and control com-
ponents of the motherboard. The PC application creates user interface for commu-
nication with the motherboard. In the framework of my master thesis, I designed
a complete TRNG acquisition system, which can be used as a template for the

HECTOR evaluation platform.

4.1 Motherboard software requirements

The main advantage of using the SF2 SoC platform is that the user can merge a
complicated fabric system with a simple microcontroller subsystem (MSS). The time-
critical parts of the system can be processed by the fabric and the communication

protocol can be implemented in the MSS.

According to HECTOR requirements the software should serve for testing primitives
implemented on the daughter board. Essentially three cryptographic primitives were
required: TRNG, PUF and data encryption algorithm. To meet these requirements,

every primitive needs its own software approach.

The TRNG evaluation needs a fast acquisition system featuring big storage capacity.
Usually, generated data need to be stored in an external RAM and send it to the
host PC through USB. The TRNG implemented in the DB is expected to use just

one data signal and one strobe signal.

The PUF functions have higher requirements on communication than the data stor-
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age. Essentially they need to receive requests and answer to them. Therefore, the
PUF realized in the DB needs an SPI based protocol for communications with the

motherboard.

The encryption system has the highest implementation requirements. It needs to
receive user data streams, to encrypt (decrypt) them and then send back. Moreover,
the system may use the TRNG or PUF functions. The key entry protocol needs to
be implemented to. For this purpose the coprocessor implemented in fabric should

be used.

Fig. [A-T1] shows the block diagram of a possible SF2 software implementation for
the HECTOR project purposes. The MSS communicates with user using the USB
interface. The MSS also operate the FPGA part of the SF2 device using the AHB
bus. The daughter board can be accessed through the control block and also by the
coprocessor. The DB interface must meet requirements of the component instance

or of the primitive used inside.

AHB Bus
—) i, .| Encrpytion

w5 MSS [« Icoprocesorl< ;\
| 1 $ MUX les| . PB L p|Cryp. primitive
v ) 4 interface . |(TRNG, PUF)

external +—> Control [€* 5

RAM |« > 1 ;

FABRIC i Daughter

SF2 SoC board
HECTOR mother board '

Figure 4-1 Motherboard software design block diagram
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4.2 PC application requirements

The main task of the PC application is to provide the user interface for the mother-
board. It is based on the USB interface, which uses VCP to transfer commands and
the USB mass storage to transfer data (see section . It is necessary to create
the communication protocol on this interface to ensure reliable command exchange

and to execute commands in the motherboard.

Big advantage of using this communication interface is its support, because the USB
mass storage interface is natively supported by common operation systems (OS) and
VCP drivers (see section provided by the FTDI company. Therefore the PC
application can be written in any programming language, depending only on the
user choice. Researchers often need to automate operations on the board. Hence, it

is very useful to have application, which is able to read user scripts.

4.3 Data acquisition from a TRNG

My main software development objective was to make a system aimed at the TRNG
data acquisition. The task of the system was to store data generated by the TRNG
in the daughter board to the external RAM in the HMB and to read them using the

USB mass storage interface.

The block diagram of the software architecture is shown in Fig. [f-2] The MSS
receives user instructions (section and execute them by the internal state
machine. The communication with the PC is performed using two channels: the
commands are transferred by the UART interface and data are transferred by the
USB mass storage class interface. Both channels use one USB interface (see section
3.5). The MSS also monitors and controls the FPGA fabric system using the AHB
bus and common GPIO signals. The GPIO signals are used for generating asyn-

chronous resets and for optional user purpose. The AHB bus is used to write or
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read from the FPGA fabric registers.

Data generated by the TRNG are transferred to the S/P converter, where they are
collected to 32-bit words. Then the 32-bit words are transferred across the Control
block to the RAM WR (RAM write) interface. The Control block writes data to
external RAM. It acts as a Master AHB device and writes data to the slave AHB

device - an external RAM.

The RAM bridge is a HW part of the SoC, which allows to access external RAM
from the FPGA fabric or MSS. The whole acquisition is controlled by the Control
block. It is responsible for caching the TRNG data and for data transfers to the
RAM WR block. At the end of the acquisition, the MSS sends acquired data to the

user via USB bus.

At the beginning, I had already implemented the USB mass storage on RAM disk
and preconfigured project for the FPGA design. I implemented and designed whole
MSS state machine, UART packet recognition system and the FPGA data acquisi-

tion system with the AHB master implementation.

The parts of the diagram shown below will be described in next subsections.

. AHB bus Data
PC <« MSS N Control Strobe Data
S <
Il Data “Control . S/P TRNG
v v v interface strobe
External 5 RAM fHB bus= RAM WR —
RAM bridge interface
FABRIC Daughter
SoC board

Figure 4-2 Design of TRNG acquisition system
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4.3.1 UART packets

Commands are transferred from the host computer to the system by the UART
interface. The UART packets are received by MSS in an interrupt mode and the
functional diagram of the MSS is shown on Fig. 4-3

MSS

Packet
recognition

PC !

Instruction
execution

v

_ | “State 1___|[ wmss
response

______ |
[

~
- Command L __»

Figure 4-3 Functional diagram of MSS packet manipulation

The UART is configured as follows:

e 115200 baud rate,
e 8 data bits, 1 stop bit,

e no parity, no data flow.

Commands between the PC and MSS are transferred in packets. The format of
packets originates from the Evariste platform [32], but it is completely redesigned.

Four types of packets are used:

e command packet,
e read data packet,
e write data packet (not implemented yet),

e status packet.
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Packets feature always a big endian format [43], so the UART transfers can be easily
read. Start of packets are recognized by their header (8-bit word 0x13). The packet
header is followed by the prefix. It is an 8-bit word, which is different for every
packet type. The command prefix is 0xC0, read data (RD) prefix is 0xFD, and the
status packet prefix is 0x57. The write data (WD) prefix is 0x3D. The sequence of
heads and prefixes is followed by 16 bits of zero padding data blocks.

The command packet is used for transfer of the MSS instructions (see Fig. 4 -4)).
A 32-bit is reserved to transfer a command to the fabric or an optional data to the
controller. The next two bytes are not used as input for MSS, but they can be
optionally used. The packets contain also a byte, which is reserved for the GPIO
commands. The MSS instruction is situated at the end of the command packet.
The MSS instruction list is located in mss_instr.h file of the MSS firmware, and it

is explained in section [4.3.2]

® . B

S
13C00000. reserved .wwXxxyyzz
WT; L MSS instruction
Padding zeros GPIO reserved
Prefix Not used
Head Not used

Figure 4-4 Format of the command packet

Every recognized command packet is responded by a status packet (see Fig. |4 - 5.
The status packet contains 32-bit reserved word, which can be used for reading the
fabric register or for an optional user transfer. The next is the operation progress
byte, which shows the state of the current MSS operation (number from 0 to 100).
It is followed by the operation state. The GPIO state is the state of input or output
(depends on configuration of the pin) of the MSS pins (pin number 8-15). At the

end of the status packet, the command execution response is positioned.
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% 48 48
13C00000. reserved .ww Xxxyyzz
B - Response
Padding zeros GPIO reserved

Prefix Not used
Head Not used

Figure 4-5 Format of the status packet

The read data (RD) packet is a special type of the command packet. It is restricted
to data transfers especially for the TRNG data acquisition (see Fig. . The file
name is formed by 12 characters and it is limited by the used file system function.
The space character is situated at the end of the file name. It is followed by the
required stream size (32-bit word). The size of stream must be multiple of 4 bytes,
else it will be rounded up, to the nearest multiple. The size of the required file is
limited by the half size of the RAM memory (less than 32 MB). The MSS sends its

response after every RD packet received.

8 maaz 1B 4B

13FD 0000 file name xx zzzzzzzz

[ Padding zeros File size in bytes
Prefix Space character (0x20)
Head

Figure 4-6 Format of read data packet

4.3.2 MSS instructions

This subsection describes commands (MSS instructions) implemented in mother-

board’s MSS. They are concatenated to the end of the command packet. The fol-
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lowing list contains instructions designed for the TRNG template. New instructions
can be very easily added to the MSS code and their implementation depends only

on the user needs.

The ,make fabric’ command (in the MSS defined as MB_ FAB_CMD with the code
word 0x01) takes a 32-bit word from the packet and writes it to the fabric command
register. The implementation of this command depends only on the fabric. When
number 3 is written then the fabric sets the HDMI connector to be active. Similarly,

when number 4 is written, then the SATA connector becomes active.

The ,Make fabric reset’ command (MAKE_ FAB_RST, 0x04) asserts the reset
signal of the acquisition module (Contol unit and RAM WR interface) during 1 ms.
The ,Make generator reset’ command (MAKE GEN_RST, 0x05) is similar to
the previous command. It asserts the reset signal of the generator and of the S/P

converter during 1 ms.

The ,Mount disk’ command (MB_MOUNT DISK, 0x06) connects the RAM
memory with fat32 file system to the PC using USB connection.

The ,Get operation state’ command (MB_GET OP_STATE, 0x07) just returns
state of the operation. It is very useful, when an information about the acquisition

progress is needed.

The ,Make file system’ command (MB_MAKE_FSYS, 0x08) generates the file
system on the RAM disk and removes the whole data from the disk.

The ,GPIO configuration’ command (MB_ GPIO__CGF, 0x09) configures GPIO
pins (number 8. - 15.) according to the reserved 8-bit word in command packet

(one means output, zero means input).

The ,GPIO set’ command (MB__ GPIO__CGF, 0x0A) configures output value of the
GPIO pins (number 8. - 15.) according to the reserved 8-bit word in the command
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packet (,one means high assertion and zero low assertion).

The ,Operation reset’ command (MB__OP_RST, 0x0B) resets the whole acqui-
sition system implemented in the MSS and FPGA fabric.

4.3.3 RAM and USB mass storage

The USB mass storage class disk drive is based on the Microsemi example [48]. The
disk is located in the external RAM. The memory space is divided to two halves,
where first half is used for the file system and the second half is a cache reserved for

the TRNG data acquisition.

The implemented file system is based on the library called FatFs [49]. It is a generic
FAT /exFAT file system module aimed at small embedded systems implementations.
The FatFs module is written in compliance with ANSI C (C89) and it is completely
separated from the disk I/O layer. The embedded file system library is distributed

as all open source software.

The data acquisition implemented in FPGA writes data directly to the external
RAM. During the data acquisition, the external RAM is not accessible. At the end
of the data acquisition, data are copied to the existing file system in the second half

of the RAM memory.

4.3.4 MSS - FPGA interface

The MSS features the following options to communicate with FPGA:
e 8 optional GPIOs,
e generator and fabric reset,

e AHB lite bus.
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Eight GPIOs can be optionaly used in fabric design as output or input off the MSS.
Types and value of GPIOs are controlled by GPIO commands. Two resets (generator
and fabric reset) are used to reset internal logic of FPGA. The fabric reset is used to
reset FPGA control logic. These reset signals have special commands, which asset

them during 1 ms (resets are active in zero). The AHB bus is used to write and read

32-bit fabric register words (see section 4.3.7)).

4.3.5 External RAM write interface

A direct access to the external memory is necessary to implement fast data acqui-
sition systems. It was one of the first tasks, while I was designing the acquisition
system. My implementation is based on the Microsemi AHB example of the AHB
Fabric Master device [40]. However, in contrast with this example, my application

writes data to external RAM directly, using a DMA controller that I had to design.

The DMA block implemented in FPGA is very simple and it is not optimized (e.g.
the starting address is always identical and the access to the memory is reserved to
the acquisition system). The process is controlled only by the address bus, the data
bus and a start signal. The writing procedure starts by asserting the start signal
to high. When data and address buses were loaded, block replies by asserting the

state signal to low during one clock period.(see Fig. 4-7)).

start / \
data 7777  datat X data2 X7

address 77/ addr 1 X addr2 ¥~

state \_/—\_/

Figure 4-7 External RAM write interface (AHB Fabric Master)
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4.3.6 Serial to parallel converter

Synchronization of two independent clock domains is one of important problems in
digital systems. Any asynchronous part of the system can cause a lot of issues. In
our case we have two independent clock domains. The first one is TRNG domain
and second is the acquisition system. The output of the generator usually consists
of data and strobe signal. Data are typically valid on the rising edge of the strobe
signal. The standard approach is to sample generator output signal using the strobe

signal rising or falling edge.

New approach of this design is, that data are collected to 32-bit words in the TRNG
clock domain and the 32-bit words are sent to the second clock domain. Conse-
quently, the sampling of a slower 32-bit word is easier than the sampling of only one
generator bit. This task is performed by the serial to parallel (S/P) converter. The
S/P converter is very simple. It inserts TRNG output bits to the FIFO register and
once 32-bits inserted, it inverts the strobe out signal. The acquisition system (in
the second domain) just samples a new value of the strobe signal (Fig. [4-8), which

is 32 times slower than the generator speed.

Strobe out \ / \ / \ /

Dataout _wordn X word n+1 X word n+2 X word n+3 X word n+4 X word n+5  word n+6

Figure 4-8 S/P converter data output (32-bit words)

Advantage of this solution is in the simplicity of the S/P converter and independence
of the solution on the clock frequency of the first domain (Fig. |4-9)), because the
speed of the generator is limited only by the speed of the acquisition data processing.

Maximum obtained throughput is around 400 Mbps.
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Strobe : Strobe .
T—  g/p ol _%»  Control
Datain 1 Data out 32 part)

_ Clock domain
Clock domain < 400MHz 83 MHz

Figure 4-9 Serial to parallel converter

4.3.7 Control block implementation

Main tasks of the control block are as follows:
e AHB bus communication with MSS,
e execute simple commands,
e manage data acquistion process,
e transfer data from S/P converter to external RAM.

An AHB lite bus is used to transfer data between MSS and FPGA fabric part. The
control block is based on the AHB lite protocol specification [42]. It is written very
simple and it enables MSS to write or read to/from fabric registers without any

special routines in MSS.

The command execution system is also implemented in the control block. It is a
simple state machine, which executes received commands. The command is trans-
ferred by a simple MSS writing to the 32-bit command register. Commands can be

used to various purposes, e.g. process control or choice of the daughter board slot.

The data acquisition process takes care of reliable, fast data transfer from S/P
converter to external RAM. The acquisition process can be described as a controlled

DMA transfer. It is defined by the start address and end address registers and it
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starts using the start acquisition command.

The control block obtains data from the S/P converter and it puts them to the
buffer. Tt samples the strobe signal and if two sampled values in a row are equal (to
the active level of the strobe signal), than data are inserted to buffer. The buffer
has 512 bits to store 16 words from converter. The supervisor block checks possible

overflow of the buffer and stops the acquisition process if overflow occurs.

4.3.8 Testing

The whole software functionality was tested by a simple counter implemented in the
daughter board. The application increments 32-bit word stored in a shift register.
The MSB is shifted first and the S/P converter shift bits to the right side. Next,
data are written to the external memory by the AHB Master Fabric block (RAM

WR interface), but the memory uses the little endian format. Therefore data are
rearranged as depicted in Fig.

MSB LSB
|—{ 0x12345678 ‘ —» 32-bit counter register - MSB is shifted first

‘0x1 2‘0x34 0x56‘0x78%J — Register in S/P converter

‘0X78‘0X56 0X34‘0x1 2‘ — Received data (in the little endian format)

First shifted bit here

Figure 4-10 Shifting of a 32-bit word

4.3.9 Host PC software for TRNG data acquisition

As I mentioned earlier, the application running on the host PC should be system
independent. Its main objective is to process user instructions and to provide reliable

communication between host PC and the HECTOR mother board.
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I wrote the application in the C programming language. The application uses D2XX
FTDI drivers for communication with the USB UART converter (see section |3.5.1)).
I used it only for the debugging purposes during evaluation platform development,

because it was too simple and system dependent.

Therefore the first application designed for the HECTOR platform is written in
the Tcl programming language [53]. The application was written in Hubert Curien
Laboratory. It is system independent because it needs only a Tcl interpreter to
execute commands. Usually, every installation of the Microsemi Libero or Altera

Quartus IDE (integrated development environment) contains the Tcl interpreter.

The whole application is written in one script file, which consists of functions tar-
geted to the motherboard or for other additional processing. The script file is
included by entering ,source SCRIPT NAME’ to the Tcl interpreter in the script

file directory.

The next step consist in opening the COM port of the motherboard by entering ,set
dev [openDevice COMx]|’, where letter ,x’ is number of COM port. It sets variable
,dev’ with COM port number.

Once the communication port is open, commands defined in the script file can be
entered. E.g. the acquisition is started by entering ,acquireData $dev FILE_ NAME
FILE SIZE’, where ,FILE NAME’ is the name of the file to which data will be
copied and ,FILE SIZE’ is the size of the required file.

4.4 Software tools for development of hardware and soft-

ware embedded system

The SF2 SoC software design is divided to two parts. First is design in FPGA

part (sometimes called fabric) written in VHDL and second dedicated as MSS part
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written in C programming language. The hardware part of the SoC was designed in
VHDL, synthesized using the Synopsis compiller and simulated in Model Sim. The

Software part of the SoC was written in C.

The Libero SoC v11.7.0.119 tool was used to develop FPGA design for the SF2
device[4h]. It is dedicated to Microsemi SoC devices and it combines Microsemi
tools with EDA tools like Synplify Pro and ModelSim. The Libero software provides

complete design flow guidance and support for novice or experienced users.

The SoftConsole v4.0.0.13 was used to develop and debug the firmware for the SF2
MSS [46]. It is a free software development environment delivered by Microsemi to
produce C and C++ executables for Microsemi FPGAs using ARM processors. The
Libero SoC design software can export firmware targeted to embedded processor into
the into the SoftConsole tool. If the SoftConsole v3.4 is used, processor cannot be
debugged using the FlashPro 5 programmer. It is supported only in the SoftConsole
v4.0.

SoftConsole projects generated by Libero in version v11.7 and lower are for use with
SoftConsole v3.4 SP1 and they are not compatible with SoftConsole v4.0. Firmware
exported by Libero into the (firmware’ folder of a Libero project is compatible with

SoftConsole v4.0 and should be copied into a SoftConsole v4.0 project [47].

I used embedded Microsemi ModelSim for simulations of the FPGA design. One
disadvantage of using the SoC lies in very limited simulation possibilities. It is
possible to fully simulate the FPGA design, but the behaviour of the embedded
MSS firmware can not be simulated. BFM (Bus Functional Model) scripts are one
of way how to simulate the MSS, but scripts are independent from the embedded
firmware used by the MSS. Another problem is that the documentation of the BFM
script is very poor [44]. Pre-simulated packages also exists, which can be used to

partially simulate MSS buses.
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5 Evaluation of PLL-Based TRNG

I demonstrated the use of the HECTOR evaluation platform by implementing a PLL-
based TRNG (PLL-TRNG) in the SmartFusion 2 daughter module. The generator
was first proposed in [51] and again discussed within the HECTOR project [38]. 1
didn’t make a design of the PLL-TRNG, I just used an existing design of the PLL-
TRNG developed by the Hubert Curien laboratory. I tested reliability of generator

in various voltage conditions and evaluate it using AIS-31 tests [55].

5.1 Design and principle

The source of randomness in the PLL-TRNG is the tracking jitter introduced by
the PLL. The jitter is defined as phase fluctuations in a clock or data signal, caused

by the noise or other disturbances [52].

The basic principle of PLL-TRNG is shown in Fig. [5-1 The PLL2 output clock
signal CLK j;; is sampled in a D flip-flop (DFF) using the reference clock signal
CLK ¢y generated by PLL1. Simultaneously XOR operation is made on sequence
of the samples. Following DFF sample one output bit after a defined samples was
counted. If sampled sequence contains at least one random sample caused by jitter

signal, it will take effect to randomness of output bit.

Sampling period must be enough to capture the jitter. The entropy role at TRNG
output depends on PLL output frequencies, i.e. on selection of multiple an division

factors of PLLs and on input clock signal CLK ;,.
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DFF

CLK jit D

PLL2 9 DFF
clk v TRNG
. outpu
CLK in Q
K counter clk

CLK Strobe

PLL 1 rof clk_in | signal

Figure 5-1 Principle of Phase-locked loop-based TRNG [38]

5.2 Testing and results

Under-voltage of the circuit is very often a method of attacks of device intruders. 1
tested the generator applying the same method on the evaluation hardware platform

without any additional power sources.

I connected SmartFusion 2 daughter module to the motherboard using a HDMI
cable and a SATA adapter (Fig. . The daughter module was powered by the
cable from the pin header of the motherboard regulators (this configuration can
also be used in a Faraday cage). I used the motherboard configurable regulators to
change the power voltage value. First, I tried to change the voltage of the SF2 core
(VDD voltage). Its recommended operating conditions are from 1.14V to 1.26 V. I
stored a 10 MB binary data stream from the TRNG.

Subsequently, I tested the quality of the generator output according to the AIS-31
standard. AIS-31 is a German standard specifying necessary properties of secure
TRNGs and the way they must be evaluated. The AIS20/31 test suite consists of 9
tests TO - T8, where TO - T5 are the statistical tests aimed at testing the statistical
quality of internal random numbers [54]. Tests T6 - T8 are aimed at testing raw
random numbers. T6 is a uniform distribution test and T7 is a comparative test

for multinomial distributions. Last entropy test, T8 corresponds to Coron’s entropy
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estimation.

In our case tests TO - T8 passed for 1.2V - 1V but during 0.9V the tests failed
(received file contains only zeros). Tab. shows the values of entropy estimation.
Lower the TRNG entropy is caused by a lower power voltage, but these difference is
not very considerable. However, more unreliable is output when the core is supplied

by a 0.9 V. The generator returned only zeros.

Table 5—1 AIS-31 tests during under-voltage of FPGA core (P - passed, F - failed)

Core voltage | TO - T8 | Coron’s entropy estimation for 1 bit
1.2V P 0.999951

11V P 0.999850

1.0V P 0.999606

09V F N/A

Next, I tested the generator for the influence of the under-voltage of the PLL. Rec-
ommended operating conditions range from 2.375V to 2.625V for a 2.5V nominal
voltage and from 3.15V to 3.45V for a 3.3V voltage. I stored again a 10 MB TRNG
binary data stream in a file. Tab. shows that the PLL power has not any
significant influence on the generator. Generator stops working under 1.9V, when

its strobe signal became inactive (because of the low voltage).

Since the operation of the generator degrades outside the recommended operational
conditions (the power voltage), it is necessary to include same kinds of detectors,
but these detectors can be easily made inactive by the intruder. Therefore, one of
best protection is to implement embedded online tests inside the generator. The
AIS-31 test T8 indicate in some cases entropy higher than 1 per bit (it is nonsense).
These results have only information character. The accuracy of the results is also

deformed by a small number of measurements and instability of temperature.
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Table 5—2 AIS-31 tests during under-voltage of PLL power (P - passed, F - failed)

Core voltage | TO - T8 | Coron’s entropy estimation for 1 bit
3.3V P 0,999942
3.15V P 0,999977
3.0V P 0,999997
2.7V P 1,000264
25V P 1,000011
23V P 1,000154
21V P 0,999937
20V P 1,000088
195V P 0,999494

Satalcable

HDMI\to SATAadaptel | Daughterlboard
; . = powerlcable

board

/ board

USB“connection power‘cable

Figure 5-2 Connection of the evaluation platform during testing
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6 Conclusion

This thesis described the design of the hardware platform and software tools aimed
at testing and implementation of cryptographic primitives. The whole HW platform
was designed according to requirements specified by the HECTOR project industrial
partners: STMicroelectronics France and Italy, Thales Communications & Security
France, Technikon Austria, Brightsight Netherlands and Micronic Slovakia. The
designed motherboard is fully optimized for evaluation of cryptographic primitives.
The SATA and HDMI connectors available of the daughter module were successfully
tested. The designed daughter modules represents a basis for the development of the
next modules. They can be modified in the future to achieve requirements defined

by researchers and industrial partners.

A new motherboard will be probably desgined in the future. It will be based on a
more powerful FPGA-Altera Cyclone V SoC, which will feature a gigabit ethernet,
1GB of RAM and a USB OTG (USB On-The-Go) interface.

The SW design intended for TRNG acquisition represents a template for the devel-
opment of the evaluation platform for other primitives like PUFs and AE. The SW

platform will be improved in the future to support evaluation of these primitives.

Implemented PLL-TRNG demonstrated practical usefulness of the evaluation plat-
form and brought interesting results of the generator behaviour during its testing.
Its implementation was realized with a big assistance of colleagues from the Hubert

Curien Laboratory due to the lack of time.

The designed platform is unique due to its possibilities of evaluation of hardware-
dependent cryptographic primitives. It represents an ideal solution for the side
channel attack evaluations and for evaluation of cryptographic primitives across
different ASIC and FPGA families. No similar commercial platform exists, therefore

these tools are very valuable for the hardware-dependent cryptography research.
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Appendix A CD medium consists of:
e thesis in electronic form and its Latex project,
e schematics, final artwork prints, composite drawings of designed boards,
e designed SW for mother board, daughter board and PC application.

Appendix B Schematics, final artwork prints and composite drawings of designed
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Appendix A

Content of CD medium:

e Hardware
— MBSF2 - schematic diagram, composite drawing and final artwork of mother
board Smart Fusion 2,
— DBSF2 - schematic diagram, composite drawing and final artwork of daugh-
ter board Smart Fusion 2,
— DBSF2 - schematic diagram, composite drawing and final artwork of daugh-
ter board Spartan 6,
e Software
— app - PC application written in Tcl programming language,
— app__obs - PC application written in C programming language (obso-
lete),
— cnt__db - Daughter board counter (DBSF2) used for debugging,
— Eval__pfm - Complete project for Libero v11.7 of TRNG acquisition
system for Mother board (MSS part inside SoftConsole4 directory),
o Tests
— CORE - data stream files of PLL-TRNG during core under-voltage con-
ditions,
— PLL - data stream files of PLL-TRNG during PLL under-voltage condi-
tions,
e Thesis
— PDF - Master thesis in electronic form,

— Latex - Master thesis Latex project folder.
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Appendix B

Appendix B consists of following images:
e Mother board schematic -[6-10|
e Mother board final artwork [6- 1] - [6- 16}

e Mother board composite drawing [6-17 and [6- 18|

e Daughter board SF2 schematic -6-22,

e Daughter board SF2 final artwork -6 -206),

e Daughter board SF2 composite drawing [6-27] and 6 - 28],

e Daughter board S6 schematic [6-29]-[6-3T],

e Daughter board S6 final artwork - 16- 35|

e Daughter board S6 composite drawing [6-306] and [6- 37}
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Figure 6-7 Schematic of mother board page 7/10
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Figure 6-8 Schematic of mother board page 8/10

66



KEMT

FEI

3 L 9 s B [3
TN R | P TNd A1
01 /6 __o9ed | 910000 Whd 5100/c050 e
T oSS TF AOIPIL ST DINOYDIN ONPARIO | ¢V Ao
TIA/TIA (TASHIN) PIT0q 1OUIOJN WSO 10190H
woisiop. sy
axo RENY = |
% s
osn ES AR TN 90T 1SDS
- orgA
- o TTorta_ ¢ ¥ EZ0r IS
ERONTC) £ H20r 18
OloTtd 70107 18 STorta L T 520l 108
O1LINDO0S 01-4§59-0p STV AND 0l td 0 € 60L 138 EEURT 10701 1305
. o SO td L T SOL IS %16 OF TPId
T ! 4 Torsa s T LOT L3S
a ¢ &3 AS 10 ASE - A6D %1 6'6F OFT —
o v s it €
o s 9% ZT01 T ZI01 08 S0 ta 9
o 9 s F1o1 £ rl0r 1S ool ta L
o L e biOT T ol 1S 0Tt 8
- s € TTo1 T TI0T L3S %1 U6EF GE
o 6 z o e
o1 3
oL sa :
i o -
& & SToT 70T 105
AS'E-A60 TV IR 4 & pATOTS £ 110 1105
A & i SToT ¢ T 910 1305
SAC i & SToT © T ST0T 10s =,
THO. o o
— 91 st
- Ll ¥
— s1 £ 505 RO
— 6l 43 505 Sor T
Iid 1z To0T LSDS oI T L
0T s N1 0u - —
%16 5F T
a
00£DdITINTE
oreacssaz [ 0001
60 X0[0W 01000y TS
01D 7 o i
05 ta e
O ¢ L
T TVIva za - - -
: TTVIVa T e
N ZVIva id = - <A
37 - (VRS ™
dnossi 4 TvIva td Sy - SA
TIVIVa T we—e T o
TIVIva @@ aasu
SLAN e oo 00e0d1ZN T8
N OVIva Td A 6l
= WIVa
T OVIVa Td - aw
Y oreacssaz | 112y XTTON
axo
T xoloW 1oi0uno) uivs 7 TS wan
R | -ovanmowa s oi
— %l ¥66H eri MO A S+
- =t PUROID HVAH/DA/AA
AV A o OO 1 ¢ o vas
ST-AG0 1800 - T0lD 1d ¢ T —_
ASTTAGO 0D Ll 00140 1 Enl povaay
VIR R = I 01 SAWL
038 | o0 T VIva 1a — T PIRIS 001D SANL
N EVIVA 1d L L 0L SANL.
N ZVIVd 1d ~ < 0PIl SANL
dvivaia - L 1 PIOLS 0TI SAWL
£ 7R SANL.
‘6 g -1 SAWL
Ta S [0 SAWL
ia : 170 SAWL.
I D zoal SAWL
ia S TR SANL.
= | I TERA SAWL
8 L 9 s [ ¢ I3

Figure 6-9 Schematic of mother board page 9/10
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Figure 6-10 Schematic of mother board page 10/10
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Figure 6-11 Mother board final artwork prints - 1. Top layer
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Figure 6-13 Mother board final artwork prints - 3. GND layer
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Figure 6-14 Mother board final artwork prints - 4. VCC layer
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Figure 6-16 Mother board final artwork prints - 5. Signal layer
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Figure 6-17 Mother board composite drawing - Top layer

75



KEMT

FEI

96zal[] 22zl grzo
o om IR o [ET] 28 2 s [ ezl 8- /i [ 8-
RS
Qus Tl 30 o i CEIu [ v01 #10 [ €01 X
1290 W]} x N
Zzor T = o ® yZEI I[N CHgid =o
H - mmaﬂ_ﬂwﬁ_m N sgen DS 00T (463 sted
(=]
2 Bm U] vzo 2802 8] 204S N[ sezo [l g e 8 eop ). 908 _Jzszo L
S S » 8-80° 80~ & L83 03 20 8Bl oy L1z8w
qw ¥910 @%uvﬁumu a &4 9219 »uix [S14]
3 U8 Dm R Dm I@%.Iaw“_mc_w_m N - B R :m o 0 36810 9
805, S 3 @mm& 202358 JO5 - W F Dm & D& ol oo HB
EIEE e L B R 17 L1621 Somx gk 83
EN DO0000 9223 1€20 —H_ 24 [} ﬂw ° -0 _H_Tv o Dm
30 M RNs3ad Nl 82e3(] STHX zza 0l 0 07D
ATH| o
IN] AVINDOWON ST I 6241 l s % R
N 0000000 - 0 oW 08 2213 f R &
8¥ 10 e R 8.9 5 aoa- @ [ Hezd M
£G130 [0zg1d QND ey MO 8 af
69130 09515 SUOO*ER 0.8-8 30 o =9%0 Dm OHNX IR
SRS T R DIED Lo el e BB o
mem m__ 55 ﬂ@ m w Dw.nm_ NT_UH__WM_U g &) o oEyd D”.llu_v % % m m m IQNU
Lo} seata-, &b Y ® G+ NN
SPTILD ] : o 0N
r3 Dmmﬁm%ﬁ STy _H_H__u%wu g 8 & D D D D D o 2 [ ®ezza
$€Z90 CDEEZD 2 0 mm mmuwu = 29 - Dm Da
o =
R = SR R
384 AW o 1.8 gy evIm. g &< OO [Josa 2 BTETRTW O
opy 4850 LR, BT i ool = =) R X
£ ¥023 B, - ~53 R R Al €60 160 M ? X
6EACI1EAT T @mm 805 2 @ 05z FU MD - m- Gm Dm 0 0
921803 ) ¥ ® 20 S5 ] o 2 2 OmD _.Mv_ o ¥ -1 N 6
£2h ORE08 emea0 ~ . P 8 oz g0 o0 08 B oo &g
red Dl
B mm N 5| o = 219 T 08 - D
0188 m o &= © g° 9
o 8 o & 6623 3 £ esu g
0 oomuﬂ (o BM_ » o 08
7 fe8 e a8 3]
0o - aDmN af] 122 80ED
T8 T E SRR > Llgo g
Q9, VT 0w 961098 o (@ o OZX Y
GGo[] N_rHM_u 9ZUX 8IWX o A HD DD m zzn w -
L3 82€907 DD & o
® 060 5223 e DDy vmuommmmm ozw []9%
202 . s B RN R o, Coreve. ol #8920
°3 N mmNull+ OSw =N 10 DDDDD%D 12629

Figure 6-18 Mother board composite drawing - Bottom layer
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Figure 6-19 Schematic of daughter board SF2 page 1/4
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Figure 6-20 Schematic of daughter board SF2 page 2/4
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Figure 6-21 Schematic of daughter board SF2 page 3/4
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Figure 6-22 Schematic of daughter board SF2 page 4/4
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Figure 6-23 Daughter board SF2 final artwork prints - 1. Top layer

Figure 6-24 Daughter board SF2 final artwork prints - 2. GND layer
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Figure 6-25 Daughter board SF2 artwork prints - 3. VCC layer
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Figure 6-26 Daughter board SF2 artwork prints - 4. Bottom layer
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Figure 6-27 Daughter board SF2 composite drawing - Top layer
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Figure 6-28 Daughter board SF2 composite drawing - Bottom layer

84



KEMT

FEI

T T Yo g |

T

3904 | 9100/€0/80 1nd

[ SAN TF AOTSqIT

DINOUDIN Tt

01A

woisian

(9S8Q) PIroq 1WBNe( 9 uTEdS J019F

oueN

ano

Td
0660000W

OT SAT

ATOH INNOW

OIX

ATOH INNOW

o)

DIX
ATOH INNOW

W — s
W 5
koloW Bnid oS
2010 [} cen
10149 [ A
001dD [} m@o
| €]
deviva [ £ a
¥ FRARYG]
Neviva [ N €VLVa 6| m\.,é
NZviva [} T N
C N VIvd
dTviva [ dTviva ] mpc
d_viva [ o'
a T viva G
N iviva [ N VIV Lad m_ﬂ.v
NoovLVa [} N
L N OVIva
d 0vVLva [ 4 OVIVA an
i

ano [

ONITSAT [
NI_Tav_sAz [}

NITFav Al [

an 9
Jamod 95 )

IX

Figure 6-29 Schematic of daughter board S6 page 1/3
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Figure 6-30 Schematic of daughter board S6 page 2/3

86



KEMT

FEI

s L 9 s [ € [3 1
QPR RUTR | ARSI
T/ T 904 | 01076080 g 91005050
[ SRS TF AORGIL ™S8 SINOU TN TONVZGAIG | v TPy |
01A (9S€Q) PIroq IwEne( 9 urLedg 019K D9STOLAT9IXISIX
A N ¢ IIA NEST O
D9STOLIT-9IXISIOX i |
o140 e 0so NsoT 01 IS
— < LI dsoT 01 IS
XNV SAT W0tT TN G on o]
SRPRC 84 avoT o1 —h]
a Al Neo T of — a
el a9t o1 IS
Hellz 9a N1 o1 — 2
Selle sa”azo1 o —f
el va Nev o1 —
sl caderon —S
Srofle ATIA € UMAN N8P 01 —
MW cLa ase1 o —
ol Nt o —av)
MW < acr1 o1 —g]
> N oviva
- 1va -
= —if
Rl pia 161100 die ol —2
L ano SR 1O0UISN 0N1DD NogT 01 T DN NorT 01 ‘
Sefle€1a 110D d0eT o1 —eH e X IOEN dorT o
H_ﬂx TON100 N6TT 01 ]
XNV SAT (1 ]
VR v 0
A Dotz o bl NSVOEW ZAQUT 223100
S SSob € NSVAEN €2100 devT O
- —eb € WATEN 210D NZT Ol
- —EHlE NANEW TAQAL STHIDD dzvT 01
- N TVIva bl ¢ SOATN 9TITOD NIT O
dIVIVa
—a
—2r
9 —TP{[ENSOATEW NegT o1 2
= —lE “SOATIEW d6eT Of
Z —SP1[€_EOAEN NSET
M —H [ TOAEN dseT ¢
NZviva
ano TWIDD dIT Ol ~ dTvIva
H sopray wgz | 51
o 6 N tviva
S FOLIDIX WET VOW TOLIDIX T —
FOLIDIX Wee U0 EOMDIX - 95 TOLALs9 1XGISIDX SLENTY
2 8 I”ASOE”100Q NKLT OF
[ 001D “CIOQEN NEET
[ 710aeN dge1 Ol
T, e
— & TNZS T SIOAEN_NTET OF —
EsTodIINGSHROr £ P10QSW dzET Of w
I v1IOAIN_dZsT Ol &"NZT Ol >
SO OV so0u1 VIS eaaNIsiiol £ dz1 O z
I"CI0aIN 4151 01 o E
T, [iEi} NSOANIN NOST O L &
R s —=f!_SOdNIN dosT 0l “
P ) i n
T 5
Dl B
™ SWL & el
ST
| I}
0d
e\ —L1: I}
J (<A A 1 rel
oL @D ]
1 T e anassns ‘] a
XAV SAT W0t £ Qs 4g| ¢ G R ]
T aNoa
e 0 0458 Ne91 01
0Las ag01 01
AU NZ9T Ol
= W
+ NSYHIN_ TAQYI 6X1DD dI#T Ol
—ef TovinConi1on NovT o1
Che
I} 0
- Lo} Y ‘
o
] ano s
= i :
” N1 0V
TOLDIX 910, ] ANDJ 1O T = SW
e} (23 —e] c 61100 dpe1 Ol
—2ie] <o Nee1 of
i) —wef et
—13ef PVIN pIV NeET Of o2
—22efl 0IVIW SIV deeT o1 >
v v (BRI ] v
i) o
TOlDIX 910 T
vy M
o) Hﬂc
“ai) g < w
o1 Z Hﬂm g
< = 5 Z
= 2V i ol - Hﬂw T o1 _ M
i —ollo Naavasi aiTor
vin
) L 9 s [ 3 [3 i [

Figure 6-31 Schematic of daughter board S6 page 3/3
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1. Top layer

Figure 6-32 Daughter board S6 final artwork prints -

Figure 6-33 Daughter board S6 final artwork prints - 2. GND layer
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Figure 6-34 Daughter board S6 artwork prints - 3. VCC layer
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Figure 6-35 Daughter board S6 artwork prints - 4. Bottom layer
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Figure 6-36 Daughter board S6 composite drawing - Top layer
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Figure 6-37 Daughter board S6 composite drawing - Bottom layer
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